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AiteNovarica

Top 10 Trends in Fraud & AML 2023

Financial services firms gain ground in
the first-party fraud fight

Investment in scam and mule controls
ramps up

02

Collaboration among fraud, AML,
and cybersecurity accelerates

Orchestration hubs
become table stakes

KYB becomes the next key priority

A resurgence in check fraud escalates
the need for innovative technology

07

Economic uncertainty drives
reliance on automation

Acquirers accelerate investment
in merchant onboarding and

monitoring

Sanctions compliance enters a
metamorphosis

Dark web data steps into
the spotlight

6sas



* Perception of economic deterioration x Fraud increase
* Uncertainty surrounding a shift in liability for Scam reimbursement
* Everything old is new again: check fraud and scams

Q. Thinking about the capabilities of your firm's transaction monitoring control fr k to adeq Y
detect attacks and prevent losses, which two types of fraud are you most concerned about in 20227
(Select top two; Base: 33 financial services fraud executives)

First-party check/deposit fraud resulting from
application fraud

Mule activity resulting from application fraud

Synthetic identities resulting from application fraud -

48%
33%
21%
21%
21%

Third-party P2P fraud resulting from ATO

First-party lending fraud (includes credit cards and - 18%

loans) resulting from application fraud

Third-party ACH fraud resulting from ATO - 12%

Wire fraud resulting from ATO - 12%

Third-party card fraud resulting from ATO l 6%

Source: Aite-MNovarica Group's survey of 34 fraud executives at financial services companies, September to October 2022

Gsas
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It is the same old check fraud of decades ago: counterfeit checks,
forged signatures and endorsements, altered check amounts and
payees, and duplicate electronic and paper check deposits via mobile

remote deposit capture (mRDC)

Thefts from mailboxes and U.S. postal boxes increased by 161% from
March 2020 to February 2021

FIGURE 6: RATE OF STOLEN CHECKS SOLD ON SOCIAL MEDIA

Rate of Stolen Checks Sold on Social Media

Source: Georgia State University's Evidence Based Cybersecurity Research Group

Gsas
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BENCHMARKING REPORT
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2022 Anti-Fraud Technology
Benchmarking Report

Key findings from a global, cross-industry survey of anti-fraud
professionals by the Association of Certified Fraud Examiners and SAS

Through the pandemic, analytics has emerged
an INDISPENSABLE FRAUD FIGHTING TOOL Budgetary restrictions are the biggest anti-fraud
tech challenge cited by organizations, and yet...

of organizations have increased =,
their use of DATA ANALYTICS in

response to the COVID-19 pandemic. of organizations expect their

anti-fraud technology budgets 6 0 0/0
to increase over the next two years.

of organizations named the increased volume

of transactions reviewed and potential fraud

detected AND the improved timeliness of 9 9 %
anomaly detection as key benefits of their

anti-fraud analytics programs.

of organizations identified advanced

o analytics as a top investment priority,
48 /O including Al and machine learning (26%)
and predictive analytics/modeling (22%).

The Use of Artificial Intelligence and Machine Learning -
in anti-fraud programs is expected to grow more than 150% in the next two years.

of organizations expect to add computer

vision analysis, robotics, or blockchain i Tg""
tech to their anti-fraud tools in the 40 /O
next 1-2 years.

Learn More
sas.com/fraudreport

Copyright © SAS Institute Inc. All rights reserved.



KEY FINDINGS

of organizations currently use exception
reporting and anomaly detection, as
well as automated monitoring of red
flags and business analysis as part of
their anti-fraud programs.

Over the next two years, use
of each of these techniques is
expected to grow to more than

Copyright © SAS Institute Inc. All rights reserved

oq][Fo

THE USE OF —
ARTIFICIAL INTELLIGENCE
AND MACHINE LEARNING

in anti-fraud programs is
expected to more than

over the next two years.
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crease in their

ANTIFRAUD TECANOLOGY BUDBETS

in the next two years.

Copyright © SAS Institute Inc. All rights reserved.
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s
43%

of organizations have increased their use of

DATA ANALYTICS

in response to the COVID-19 pandemic.
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34% of organizations
currently use

PHYSICAL
BIOMETRICS

as part of their anti-
fraud programs, and
another 17% expect to
adaopt this techmology
in the next two years.

@ What emerging technologies are organizations using to fight fraud?

Physical biometrics

Computer vision analysis

Behavioral biometrics

Robotics

Blockchain/distributed
ledger technology

Virtual/augmented reality

. Currently use .

Copyright © SAS Institute Inc. All rights reserved.

Do not currently
use, but expect to
deploy in the next
1-2 years

Do not currently

use, but expect to
deploy more than
2 years from now
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Como Instituicoes estao reduzindo de 30%~50% dos seus
alertas improdutivos ?

* Apds a segmentacao, as taxas de produtividade foram de 2,8% para 6,8% e o volume global de alertas diminuiu
* Apds o ajuste de pontos de cortes, a taxa de produtividade melhorou para 10,4%.

| |
1.000 Pre Segmentation : Post : Post Threshold Tuning 14%
900 I egmentation I 12%
800 | |
700 | | 10%
600 | | 8%
500 | I
400 ' 6%
300 : 4%
200
20
.lllll.llll )
(0] 0%
o © A
& PO RN S & S F S LTS TS
P @ @ ?9 @’b \0 N \) (_)Q/ [e) $° ) NG @ @ V‘Q @’b \\) AN ?9 (_)?/ QO $0 J N
s Suppressed Alerts mm Reviewed (Business) B Reviewed (Personal) == Productivity Rate
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Figure 2: From Evolution to Revolution in AML Analytics

Traditional m Fixed, logical scenarios
Logical - structured data looking for specific patterns
Set thresholds, highly subjective and difficult to defend to regulators

Py Pattern matching functions
Rule-based AND/OR relationships using limited variables driven by base and
derived data, known behavior

/ Identify correlations and clusters of activity leveraging multiple
Statistical 1

variables using structured data
Improves software tuning, pattern identification, segmentation

Sophisticated algorithms leveraging multiple variables
Al, Machine thavior and anomaly d_etection
I . Link and network analysis.
earning p . :
Individual, peer group, entity analysis
“Unstructured data analysis especially in text mining
Learn” over time based on feedback

Source: Celent

Copyright © SAS Institute Inc. All rights reserved.



A jornada de adocao do Analytics em PLD

Preparagdo de Dados e Definigdo de limiar inicial > Exploracéole ajuste continos

A

| 4
0000

RESOLUCAO DE
ENTIDADES &
NETWORKS

SEGMENTACAO  OTIMIZACAO PRIORIZAGAO DE
DE CLIENTES DO AML ALERTAS

Company Confidential — For Internal Use Only
Copyright © SAS Institute Inc. All rights reserved.

CENARIOS
BASEADOS EM
MODELOS

Classificagdo automadtica e detec¢do baseada em ML

Osas



Network Analytics

A0 de entidades & Network

VISAO
APRIMORADA DO
BENEFICIARIO

VISUALIZAGAO DA
REDE POR COMPLETO

APLICACAO DE
RESOLUGCAO DE
ENTIDADES

Company Confidential — For Internal Use Only
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Segmentacao de clientes

Agrupamento de clientes e contas com caracteristicas e comportamentos transacionais semelhantes

v" Melhoria das taxas de produtividade com regras e limites baseados em segmentos;
v' Cobertura visual de transacdes, contas, clientes e dados familiares;
v" ldentificacdo de anomalias em padrdes de transa¢do ou comportamentos.

= SAS® Visual Analytics - Explore and Visualize Data
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Otimiza¢ao do PLD

Verificar, refinar e aprimorar o processo de monitoramento de transacdes existente, realizando uma revisao
continua do design e eficacia do cenario usando métodos estatisticos e processos analiticos

v' Maximizacdo do nimero de alertas que justificam investigacdo, descobrindo novos padrdes;

v' Minimizacdo do nimero de alertas que podem ser facilmente fechados com pouca ou nenhuma revisdo
do analista investigativo;

Determinar se os valores limite dos parametros do cenario estao ou ndao devidamente definidos;
Identificacao das eficiéncias potenciais nos processos de AML, revisando os efeitos operacionais do
design do cendrio

v
v

Acimada linha _ = [ =T w1 === Painelinterativo
Revisdo da efetividade

— ' 1,735 4,256




Priorizacao de alertas

Aprender com os alertas anteriores e analisar os resultados de produtividade para prever a
probabilidade de um cliente ser suspeito

v'Recursos investigativos mais concentrados em atividades/clientes mais arriscados

v'Avaliar continuamente a entidade quanto a atividades potencialmente suspeitas e
automatizar ou atrasar a revisao de alertas de baixo risco

v'Obter uma visdo holistica das atividades do cliente alertado

v'Reducdo de falsos positivos gerados pelo sistema de monitoramento de transacdes baseado
somente em regras

[T —

Company Confidential — For Internal Use Only
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Cenarios baseados em modelos

Regras tradicionais Modelos de Machine Learning

*  Asregras por si s podem criar altas taxas de falsos v" Os modelos nd3o usam limites e podem detectar
positivos e potencial para falsos negativos devido ao comportamentos com mais precisao, reduzindo o erro
uso de limites Tipo | e Tipo Il

* Asregras levam em consideracdo um pequeno nimero v' Os modelos podem aproveitar centenas de recursos
de parametros para detectar crimes financeiros

*  Muitas regras sao necessarias para identificar uma v" Os modelos podem observar padrdes de
tipologia de fraude complexa comportamento, substituindo muitas regras por um

modelo para detectar uma tipologia de comportamento
Uma visdo de como um modelo de aprendizado de maquina

pode fornecer alertas mais produtivos sobre atividades
suspeitas do que so cendrios tradicionais baseados em regras

Embora os modelos nao substituam todas as regras,
eles fortalecerao a capacidade de um programa AML de
detectar atividades suspeitas e reduzir falsos positivos

o Productive Alert

Gsas




Explainable Analytics

@ = | Transactions with Solution Input

95.24% sum s betwasn %.9M and 10M 1
95.20%

94.36%
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Analise de Crimes Financeiros

5o o

MODELOS DE
REDE NEURAL

VL

Resultados
%og
5 TRIAGEM
SEEIIENTAGAD AUTOMATICA
* 3-5x * 35-50%
de melhoria nas taxa de reducgao de
de conversao do falsos positivos

Report ao Regulador

Reducdo do esforco

do analista

Company Confidential — For Internal Use Only
Copyright © SAS Institute Inc. All rights reser
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* 50%
de reducdo de
alertas

Diversidade de
comportamento

* 25%

de ganho de
eficiéncia por meio
da automacao

Taxas de erro
reduzidas



FRAUDE: old is new again / Orquestracdo&Autenticacdo
PLD: maior foco em Analytics
» Deixa de ser area vista como controle/processos
« T Pressdo dos reguladores (ABR)
* Necessidade de melhoria eficiéncia operacional
Atagues de Fraude e de Lavagem de Dinheiro estao mais complexos
Necessario reacdes mais sofisticadas
Necessario visao do contexto, nao apenas mais foco no on-boarding ou transacional

Batch x Real time

2
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FRAML
=

WHAT is FRAML / Fusion

Center

Gsas
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* Elimination of specialized experts in Fraud, AML and Cyber
Single business process and workflow for all domains
Common SLAs

N ov * One detection engine

FRAML
-y
: 3

Convergence is about bringing people
and data together using technology, while

embracing what each needs to reach
qguality decisions

Gsas
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€€ The number of data sources used will only
increase because digitalization of banking will
generate more data, and financial institutions will
need to use them to create holistic customer

views, find links between their customers and
suspect entities, and analyze complex behavior
and patterns spanning multiple accounts,
channels, and business lines b

Celent

IT and Operational Spending in AML-

KYC, A Global Perspective, 2019

Copyright © SAS Institute Inc. All rights reserved.
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Figure 4: Three Stages to Integrated Financial Crime Management; Most Banks Are on the
Cusp of Stage Two

Stage 1: Operating multiple siloed LOB detection and case management systems

« BSAAML + Depost  « Check + Channels + Insider trading + Operational controls
- K\'c-fcmo;::\-w . Wire « ACH E * Markst abuse '—:" + Information controls
e L] Data Data 3 g
+ Enhanced due diligence Case management Case management g & + Technology controls
* Poittically axposad parson w Z
screening 5 :c:—’.
= B ) + Intemnal « Cards Z g
g © Senctons o = £ Dato 3 Data
Case management Case management Case management Case management
+ Payments * Cybercnme
Data Data Data
Case management Case management Case management

Stage 2: Operating integrated detection and case management systems across similar fraud types

=3 Data Data
* C3 Case management Case management

Stage 3: Operating a single case management system that pulls information from different fraud detection systems and sources
n., -

| Investigative case management

Corporate
Security

£z
o Data
oo
]
2w
(5]

* Most banks are in the process of implementing stage 2



About the research
Longitude Research surveyed 121 investment and commercial banks Com ba“ ng Fl nancial Crl me.

equally split across Europe and North America

The Increasing Imporance of Financial Crimes Intelligence Units in Banking

Chart 2. The main areas of focus for FCIUs

Reducing fraud risk T0%

Reducing regulatory risk 56%
Stopping terrorism funding
Protecting the bank’s brand 31%
Maintaining customer relations | 20%
Maintaining law enforcement relations 26%
Reducing fines ! 19%

Maintaining investor relations 17%

Chart 5. FCIU budgot growth over the next thtee yoars

Grow by up 10 10% 41%

Grow by more than 10% 31%

| Longitude

Copyright © SAS Institute Inc. All rights reserved.



A42% of Fi compliance executives had information and data sharing as well

as enterprise policies and processes in place

27% had fully consolidated case management and staff

23% had integrated detection technology
(Aite Novarica, 2022)

AiteNovarica

Gsas
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FRAML

Benefits:

¢+ Enhanced ability to identify complex financial
crimes schemes
Equal access to technologies across domains
Alignment with regulatory expectations
Long term cost savings

* »

Copyright © SAS Institute Inc. All rights reserve d.

Hurdles:

Siloed data and applications
Required buy in from organizations with
distinct leadership, budgets, and operations

Satisfaction with status quo
Short term budget restrictions

Gsas



Q“y Ally Financial

Ally Financial is a top 25 US based digital Financial Institution with 10.5M total customers. A long time AML
Customer, Ally wanted to modernize their Financial Crime program to combine Fraud and AML operations, detect
Fraud in real-time and embrace modern Cloud architectures.

© 00

A single, unified Real-time Automated Customer Risk
alert and case detection across interdiction of Scoring and
management for all Fraud Types payments (hold / Enhanced Due

fraud and AML block / release) Diligence

This modernization effort will improve detection, standardize workflows and SLAs across
the business, and allow redundant applications across the Ally to be decommissioned.

Copyright © SAS Institute Inc. All rights reserved :>.Sas,
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N Truist

Truist Financial Corporationis an American bank holding company headguartered in Charlotte, North Caralina.
The company was formed in December 2019 as the result of the merger of BB&T and SunTrust Banks. In 2021,
they invested in a Viya 4 Financial Crimes Analytics environment to complement their SAS AML deployment.

USE CASES

Q ¢ =

SEGMENTATION ALERT SCORING AML MODELS

T, ..'. Improverisk Coverage  Automatelevel one Replace ineffective
PO and SAR conversion (L1) triagereducing ~ Wireand Cashif/then
rates using behavior- operational cost scenarios with
based segmentation and analyst fatigue Machine Learning
Models

Gsas



FRAML

02 WHEN
03 WHY
() WHO

Ability to identify complex Schemes

Level IV
Automated Triage
*  Analytic Alert Triage
Shared Investigation *  Automated Workflows Level I | I '@_‘@' '
« Postfactumfraudalerts ~ * Scoresacross Domains . o :
* Investigations & referrals — e, o
* Centralized SAR filing Level || _;’:’_, — KR o

Level 1

e
. -

Holistic Monitoring

' *e, .. vt * Deploy ML strategies
: R using consistent U/I
. Orchestration * Score events in Batch,

Orchestration of external/internal
data & processes

Entity management across
domains

Streaming or Real-time

»
>

Level of Convergence

Gsas
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FRAML

HOW SAS

solves this need/approach

Gsas
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SAS end-to-end platform
—)

Network

Link Analytics

Investigate

Case Management

Y

Decide
Ana lyze i} Interaction
Data Mine Management
Score Consume e
Cross Channel Scores Real time / Cross Feedback and
Channel Contiguous system
improvement

Security

o
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Holistic Customer View

Invest | Invest Invest
Unit | L Unit | | Unit

COMMON TECHNOLOGY FRAMEWORK

CENTRALIZED DATA ACCESS
o >

Credit Banking Internal

Fraud
W

T CustomerM

SYSTEMS
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SAS named Best-in-Class vendor in the Aite Matrix:

Leading Fraud & AML Machine Learning Platforms
Fraud & AML, Jan 2022

Aite Matrix: Fraud and AML Machine Learning Platform

o
E INCUMBENT

Key Strengths:

*Superior model performance
*Excellent support and advisory services
*Ease of implementation and integration

SAS scored high among its competition in all
areas, but edged out the rest with the highest
score in the Product Features category.

EMERGING

link

Osas
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https://sas.highspot.com/items/61f0c6905bf71eeae50a9578?lfrm=shp.0&utm_source=insidesas&utm_medium=referral&utm_campaign=news

Muito Obrigado!

Robson Toshimitsu Ohosaku
LATAM Security Intelligence
Solutions Manager
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