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o say that cybercrime is an emerging risk is an

understatement. The headlines tell it all. It

seems like every few weeks a story breaks about
another major hacking. Whether it is a large retailer
like Target or Home Depot, a financial giant like J.P.
Morgan, a major Hollywood studio like Sony, or even
the United States Post Office, any institution or person
can become a victim of cybercrime.

Advancement in computer technology has immea-
surable benefits. But with it comes new kinds of risks.
After all, criminals use computers too. Sometimes the
crimes are new and different, like stealing customer
lists, credit card data, or trade secrets. Other times,
cybercrimes are just new versions of old deeds. Today,
bank robbers can use laptops and Wi-Fi instead of
masks and guns.

Perhaps statistics tell the story best. In 2013, there
were 62 percent more data breaches than in 2012.! In
2014, there were 27.5 percent more data breaches than
in 2013, and the 2015 numbers are likely to have been
even higher.? Without question, a new risk—cyber-
crime—has emerged.

Insurance coverage law has one firm rule: when a
new risk emerges, new coverage issues follow. There are
roughly 40 cases addressing insurance coverage for
cybercrime liability. Several factors complicate this
new body of coverage law.

First, cybercrimes require courts to fit new technologies
into old categories. Is data “physical”? Is a data breach
a “publication™ How do “intentional act” exclusions
apply to computer activity? Courts are wrestling with
many of these issues.

Second, cybercrime claims implicate new and different
policy forms. For the last two decades of the twentieth
century, pollution presented difficult coverage ques-
tions. But, these questions generally focused on a few
common policy terms. Cybercrime claims, on the other
hand, involve different forms and terms.

Third, computer-specific policies involve factually inten-
sive questions. These policies provide specific grants of
coverage. Coverage is limited to defined persons, acts,
and injuries. These limitations lead to factual disputes.

Given these three factors, as well as the complex-
ity inherent in new technology, difficult coverage
issues arise. The cases are too few to identify trends or
majority views, but five questions help organize and
understand the existing law.

Does the Policy Apply to
cts by This Person?
A common coverage question in cybercrime claims
is whether the policy applies to the acts of the person
who used the computer to cause the injury.
The issue is authorization. Both authorized persons
and unauthorized persons present risks. But the risks

are different, and policies treat them differently. Com-
puter-specific policies often limit coverage to the bad
acts of persons who are not authorized. Acts by employ—
ces arc often excluded.

In Apps Communication, Inc. v. Hartford Casualty
Insurance Co.,’ a computers and media endotsement
excluded dishonest or criminal acts by employees. A
virus damaged the policyholder’s computers. The poli-
cyholder alleged that a “virus was introduced” into its
computer system, but the policyholder did not allege
who introduced the virus. The court held that the pol-
icyholder needed to allege who introduced the virus
to make it clear that the employee exclusion did not
apply.*

Like the employee exclusion, several courts have
considered and enforced exclusions for acts of autho-
rized representatives. In Stop & Shop Cos. v. Federal
Insurance Co.,’ the First Circuit applied an authorized
representatives exclusion when a tax payment service
stole $13 million from a supermarket. In Milwaukee
Area Technical College v. Frontier Adjusters of Milwau-
kee, the court applied an authorized representatives
exclusion when a college’s claim adjuster stole $1.6
million.

Other courts faced more nuanced vetsions of the
authorized person issuc. ]

In Universal American Corp. v. National Union Fire
Insurance Co. of Pittsburgh, PA,” a computer systems
fraud policy covered “[l]oss resulting directly from a
fraudulent . . . entry of Electronic Data.” The policy-
holder, a health insurer, suffered $18 million in losses
from fraudulent claims. Most of these claims were
submitted by providers. The providers entered fraud-
ulent information. The case hinged on the meaning
of “fraudulent entry.” Did it extend to the entry of
information that was fraudulent? Or, was it limited to
instances where it was fraudulent to enter any informa-
tion art all? The court found that “entry” focused on the
act of entering data; the data was fraudulent, but the
act of entering it was legitimate. The court found for
the insurer.

In Morgan Stanley Dean Witter & Co. v. Chubb
Group of Insurance Cos.,* an authorized person made
unauthorized transfers causing about $100 million in
losses. Thee policy, an electronic computer crime policy,
focused on how the transfers were made. If the transfer
was made by fax, coverage only applied if the person
giving the fax instructions was not authorized to do so.
The voice coverage, however, extended to unauthor-
ized instructions by authorized persons. Consequently,
the court found that the fax coverage did not apply,
but the voice coverage did apply.

In Pestmaster Services, Inc. v. Travelers Casualty &
Surety Co. of America,” a payroll company was autho-
rized to electronically transfer funds from the insured’s
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account into its own as part of its
payroll services. The payroll com-
pany failed to pay the insured’s
payroll taxes as required by the con-
tract, and instead used the money
to pay its own obligations. The
insured made a claim under its com-
puter crime policy, which covered
losses “directly caused by Computer
Fraud.” The court held that the
payroll company’s acts did not con-
stitute “computer fraud” because
the funds transfer was authorized
and did not involve hacking or any
unauthorized entry into a computer
system.'® The fraud took place only
after the authorized transfer.

Does the Policy
Cover This Act?

In claims arising from cybercrimes,
many cases focus on whether the
policy applies to the act that caused
the injury. The cases address dif-
ferent policy forms with different
coverage grants, and the grants are
applied to different factual circum-
stances. Given the many variables, it
is impossible to boil the cases down
to a few rules or trends, and draw

clear lessons. That said, a few points
should be noted.
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Generally, computer fraud policies
cover hacking. Nearly all criminals
use computers. Only some crimi-
nals hack computers. Consequently,
a common issue in the “act” cases
is distinguishing hacking a computer
from using a computer.

Hacking is “to gain access to a
computer illegally.”"! Policyholders
have tried to extend hacking cover-
age to instances in which criminals
give bad information that is then
legally entered into the policyhold-
er’s computer. At least two courts
have distinguished giving bad infor-
mation from actually breaking into a
computer. Both courts found that the
hacking coverage did not apply.*

Similarly, another court recently
distinguished a data refusal from a
data error. The policy covered errors,
not intentional refusals. The court
upheld the insurer’s disclaimer.”

Another issue is that computer
fraud policies often require a specific
“transfer.” Two courts have focused
on this issue. In one case, the court
found that the transfer need not be
“physical.”" In the other case, the
court found that the transfer must
take place from inside the specified
premises.!’

Finally, a court recently addressed
whether coverage can be subject
to policyholders following “best
practices.” An insurer sought a
declaratory judgment of no cover-
age based upon an exclusion for
“failure to follow minimum required
practices.”® The case was dismissed
on procedural grounds. But, we will
surely see more of the “best practices”
issue.

Does the Policy
Bar Coverage
Because of This
Person's Intent?
Crime involves bad intent. So, courts
have been faced with questions con-
cerning whether intentional act
exclusions apply to claims arising
from wrongdoing with computers.’
Courts seem willing to enforce
intentional act exclusions in claims

arising from computer crime.'® But
questions of intent inevitably lead to
questions of perspective: from whose
perspective is intent considered?
This question arose in Lambrecht
& Associates, Inc. v. State Farm
Lloyds."” The policy covered “acci-
dental direct physical loss.” The
insured’s business was disrupted by
a hacker. The hacker surely acted
intentionally. The court found that
although the injury was intended
by the hacker, the injury was not
intended by the policyholder. The
incident needed to be considered
from the policyholder’s perspective.
Thus, the incident was covered.
Also, intentional act exclusions
require substantial evidence. In Eye-
blaster, Inc. v. Federal Insurance Co.,*°
the policyholder was accused of
maintaining an Internet-based adver-
tising program that disrupted users’
computers. The insurer invoked
the intentional act exclusion. The
Eighth Circuit found for the poli-
cyholder. It held that the insurer
needed to submit evidence specifi-
cally showing that the acts were
intentionally wrongful.

Does the Policy
Cover This Injury?
Another dispute concerns whether
the policy covers the injury. This
question has often concerned
whether the injuries are within the
definition of “property damage.”
More specifically, the issue con-
cerns whether data is “physical”
or “tangible.” Now, most com-
mercial general liability (CGL)
policies specifically exclude data.”
But, these decisions are still worth
reviewing.

Even though digital data differs
from our view of “physical,” poli-
cyholders have often succeeded
in arguing that data is “physical.”
Several policyholders established
physical damage by tying data to
hardware.” Courts adopting this
argument have focused on the
computer itself to find something
physical.
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In Lambrecht,” the insurer argued
that loss of information was not
“physical” because it did not exist
in a physical form. But, the court
found that it was “physical” because
it affected the server and the server
had a hard drive that could not be
used.*

Not all courts focus on the hard-
ware. Some focus on the data. In
Landmark American Insurance Co. v.
Gulf Coast Analytical Laboratories,
Inc., the court found that electronic
data “has physical existence, takes
up space on the tape, disc, or hard
drive, makes physical things happen,
and can be perceived by the senses.””

In State Auto Property & Casualty
Insurance Co. v. Midwest Comput-

does publication require something
more!

Again, courts disagree. At least
one court found that the acquir-
ing of information is not in itself
a publication.”” But in Netscape
Communications Corp. v. Federal
Insurance Co., the Ninth Circuit
interpreted a policy that required
“making known” the information
(as opposed to “publication”) and
held that intercepting and internally
disseminating messages is “making
known” the information.*® The poli-
cyholder also convinced the court
that breaches in seclusion are inva-
sions of privacy within the meaning
of personal injury.™!

Many cybercrime cases
focus on whether the
policy applies to the act

that caused

ers & More, the court reached the
opposite conclusion: “[Clomputer
data cannot be touched, held, or
sensed by the human mind; it has no
physical substance. It is not tangible
property.”*

Landmark is very favorable to
policyholders, but whether it will
gain broad acceptance is uncertain.
It was rational for the court to con-
sider physicality as being “perceived
by the senses.” In fact, the diction-
ary defines “physical” as “existing in
a form that you can touch or see.””
But, you cannot “touch or see” digi-
tal data. The data focus should have
favored the insurer, but the policy-
holder still won.?

Another subissue on injury
is whether it is “personal injury”
within the meaning of the policy.
Liability policies often define this
term to include the “publication”
of material. In the computer crime
context, “publication” is compli-
cated. Is there publication once the
thief acquires the information, or

the injury.

Does the Policy
Limit Coverage

to Losses That
Computer Activity
Caused "Directly™?
Claims under computer policies
frequently involve a causation
issue. Coverage is typically lim-
ited to losses “directly related” to
some type of bad act on a com-
puter. Insurers often maintain that
direct means immediate, without
an intervening cause.”” Policyhold-
ers, on the other hand, argue for a
proximate cause approach.

In Retail Ventures, Inc. v.
National Union Fire Insurance Co.
of Pittsburgh, PA,* criminals used
computers to gain access to their
victims. The criminals used comput-
ers to steal credit card information,
and then stole from the accounts.
The computers set up the crimes,
but the computers were not used
to carry out the crimes. The Sixth
Circuit found the losses resulted
directly from computers.

Similarly, in Apache Corp. v.

Great American Insurance Co.,*

a federal district court held that

a computer fraud policy covered
wire transfers to a phony account
because a fraudulent e-mail was a
substantial factor in bringing about
the injury. There, the insured’s
employee received a phone call
from an imposter posing as one of
the insured’s vendors. The impos-
ter claimed to be providing new
account information for future wire
payments. The employee asked for
a written request on the vendor’s
official letterhead. The imposter
sent the letter by e-mail. Another
employee of the insured called the
number on the letter to verify the
request and obtained supervisor
clearance before wiring the funds.

After learning that the account
was fraudulent, the insured sought
recovery under the computer fraud
section of its crime protection policy.
The policy covered loss “resulting
directly from the use of any com-
puter to fraudulently cause a transfer
of” property to another. The insurer
declined coverage on the basis that
the scheme’s success hinged on the
telephone calls and related acts. It
did not result directly from the use of
a computer. The court disagreed and
held “despite the human involve-
ment that followed the fraud, the loss
still resulted directly from computer
fraud, i.e. the email directing [the
insured] to disburse payments to a
fraudulent account.”

In contrast to these decisions, sev-
eral courts have found that the use of
a computer was merely incidental to
the loss. In Pinnacle Processing Group,
Inc. v. Hartford Casualty Insurance
Co.,” the court held that “direct”
means “without any intervening
cause.” In Brightpoint, Inc. v. Zurich
American Insurance Co., the court
cited Black’s Law Dictionary to state
that “direct” means “in a straight
line or course” and “immediately.
In Pestmaster, the court stated that
“direct means direct,” and held that
losses must “flow immediately and
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Computer fraud coverage
regquires more than a

directly” from computer use.”®

The court in Metro Brokers,

Inc. v. Transportation Insurance
Co.* adopted a different, broader
view of causation, but this view

was grounded on policy language.
Thieves used a computer virus to
steal a bank password. Then, the
thieves stole money. A dispute

arose as to whether a virus exclu-
sion applied. The policyholder
argued that the exclusion did not
apply because the virus did not, in
itself, steal money. Humans needed
to act after the virus. The key here
was the causation language in the
exclusion. The exclusion applied to
any loss that a virus “caused directly
or indirectly.” “Indirectly” relaxed
the causation requirement. What's
more, the exclusion relaxed causa-
tion further by stating that it applied
“regardless of any other cause or
event that contributes concurrently
or in any sequence to the loss.”® So,
Metro Brokers took a relaxed view of
causation, but that view interpreted
an exclusion, not the grant of cover-
age in computer fraud policies, and
the exclusion language supported
the relaxed view.

Insurers won two other causation
cases, but both cases show that com-
puter fraud coverage requires more
than a criminal using a computer;
the criminal must use the com-
puter to cause the fraud. In Great
American Insurance Co. v. AFS/
IBEX Financial Services, Inc.,*" the
court held that even though a per-
son filing false applications used a
computer, the loss was not a direct
result of the computer use. Similarly,
in Methodist Health System Founda-
tion, Inc. v. Hartford Fire Insurance
Co., the court rejected a claim by an
investor in a fund that invested with
Bernard Madoff; the investment
was “too many steps removed from

Madoff’s fraud.”*

18 |

criminal using a computer-

Conclusion

Because relatively few cases have
addressed insurance coverage for
criminal conduct, it is too soon to
draw firm conclusions. But the five
issues discussed here seem likely

to reoccur. The coverage disputes
may extend to other issues. In fact,
the cases concerning cybercrime do
address a few other issues. Some of
these issues are specific to comput-
ers.” Other coverage cases involving
cybercrime seem to hinge on insur-
ance issues that are not specific to
computers.* Ultimately, because
these claims are brought under spe-
cifically tailored policy provisions,
we will continue to see factually
intensive coverage disputes. ll
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